BY ORDER OF THE AIR FORCE INSTRUCTION 33-206
SECRETARY OF THE AIR FORCE

1 JUNE 2000
ﬁsﬁ_ If Communications and | nformation
||,=;:Jc- el - 5| AIR FORCE SPECIALIZED INFORMATION
o\ e - 7 ASSURANCE PUBLICATIONS

COMPLIANCE WITH THISPUBLICATION ISMANDATORY

NOTICE: This publication is available digitally on the AFDPO WWW sitehdip://afpubs.hqg.af. millf
you lack access, contact your Publishing Distribution Office (PDO).

OPR: HQAFCA/GCIS (CMSgt Randall Gabel) Certified by: HQ USAF/SCXX
(Lt Col Terry G. Pricer)

Supersedes AFI 33-206, 1 August 1996. Pages. 6
Distribution: F

This Air Force instruction (AFI) implements Air Force Policy Directive (AFPD) 33-2, Information Pro-

tection (NOTE: Title will be changed to “Information Assurance” when AFPD is revised), and prescribes
the Air Force Specialized Information &sance Phlications Program. It applies to all Air Force mili-

tary and civilian personnel and Air Force contracteh® develop, use, operate, or manégeForce
communications and information systems. Commands will not supplement Air Force specialized infor-
mation assurance/protection publications. Send recommended changes or comments to Headquarters /
Force Communicabns Agency (HQ AFCA/ITPP), 203 W. Losewr&t, Room 1065, Scott AFB IL
62225-5222, through appropriate channels, usifrd-orm 847 Recommendation for Change of Pub-
lication, with an information copy to HQ AFCA/GCI, 203 W. Losey Street, Room 2040, Scott AFB IL
62225-5222 and Headquarters Air Force Communicaamasinformaion Center (HQ AFCIC/SYIP),

1250 Air Force Pentagon, Washington DC 20330-1250. Ref&ttemhment 1 for a glossary of refer-
ences and supporting information.

SUMMARY OF REVISIONS

Thisdocument is substantially revised and must be completely reviewed.

This revisionremoves references to information protection and replaces it with information assurance. It
updates office symbols of responsible agencies. It also changes Air Force Cryptographic Operationa
General Phlication (AFKAG) responsibilities to Headquarters Electronic Systems Center (HQ ESC/
DIW) and Headquarters Cryptologic Systems Group (HQ CPSG). The (|) preceding the title indicates a
major revision from the previous edition.

1. Responsibilities.
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1.1. HQ AFCIC/SY | exercises functional control over al Air Force information assurance publica-
tions for the Headquarters United States Air Force (HQ USAF/SC), and delegates management
responsibility to HQ AFCA/GCI. Prior to publication, HQ AFCA/GCI must obtain approval author-
ity from HQ AFCIC/SY| using AF Form 673, Request to | ssue Publication.

1.2. HQ AFCA/GCI performs the responsibilities outlined in AFPD 33-2, and:
1.2.1. Develops and publishes certified specialized information assurance publications.

1.2.2. Reviews each National Security Telecommunications and Information Systems Security
Committee (NSTISSC), National Institute for Standards and Technology (NIST), Department of
Defense (DoD), and National Security Agency (NSA) information assurance policy directive,
instruction, and memorandum for Air Force applicability. Provides recommendations to HQ
AFCIC/SY| on the need for, and type of, standard or specialized information assurance publica-
tion needed to implement specific policies and procedures directed by these organizations.

1.2.3. Determines the method of identifying and numbering specialized information assurance
publications.

1.2.4. Prepares and sends announcements of new or revised publicationsto the Air Force Depart-
mental Publishing Office (AFDPO/PP) for the Electronic Transaction System (ETS).

1.2.5. Prepares Air Force Index (AFIND) 5, Numerical Index of Specialized Information Protec-
tion/Assurance Publications, at least semiannually (January and July), and sends diskette to
AFDPO/PP for composition and distribution.

1.2.6. Develops advisory and informational Air Force specialized information assurance publica-
tions and specialized communications security (COMSEC) publications, except the publications
described in paragraph 2.2. The publications reflect the current authentication element of HQ
USAF/SC. The certification element reflects HQ AFCIC/SY.

1.2.7. Uses the standard format prescribed in AFI 33-360, Volume 1 (AFI 33-360V1), Publica-
tions Management Program, for all Air Force specialized information assurance and COMSEC
publications devel oped.

1.2.8. Establishes, maintains, and disposes of record sets as required by AFI 33-360V 1 and Air
Force Manual (AFMAN) 37-139, Records Disposition Schedule (will convert to AFMAN
33-322V4).

1.3. HQ ESC/DIKWM, 230 Hall Boulevard, Suite 208, San Antonio TX 78243-7056, maintains cur-
rency of AFKAG 11, (S) Index and Status of KG-84 Operational, On-the-Air Test, and Maintenance
Test Keying Systems (U); AFKAG 12, (S) Index and Satus of Data Encryption Sandard (DES) Sys-
tems and Fascinator Land Mobile Radio (LMR) Systems (U); AFKAG 13, (C) Index and Status of
COMSEC General, Operating, and Maintenance Manuals (U); AFKAG 14, (S) Index and Status of
COMSEC Operational, Exercise, and Training Material (U); AFKAG 16, (S) Index and Satus of
Operational and Test Data Keys (U), AFKAG 28, (C) COMSEC Account Directory (U); and
AFKAG-36, (C) Directory of Holders of Manual Operations Systems (U).

1.4. HQ CPSG/ZJY, 250 Hall Boulevard, Suite 123, San Antonio TX 78243-7061, maintains cur-
rency of AFKAG 15, (S) Index and Satus of Space Related COMSEC Systems (U).
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2. Air Force Specialized I nformation Assurance Publications. The four categories of these publica-
tions implement information assurance policies, directives, instructions, standards, guidance, and techni-
cal information issued by the NSTISSC, NIST, DoD, NSA, and the Air Force, that are inappropriate for
inclusion in standard Air Force publications. They are:

2.1. Specialized COMSEC Publications. These publications are available through the COMSEC
material control system (CMCS) (HQ CPSG/ZJY). CMCS publications apply to people operating or
mai ntaining specific cryptologic systems and have short titles derived from the cryptologic nomencla-
ture system developed by NSA. They areindexed in AFKAG 11, AFKAG 12, AFKAG 13, AFKAG
14, AFKAG 15, AFKAG 16, and AFKAG 19, (FOUQO) Secure Telephone Unit I11 (STU-111) and
Secure Data Network System (SDNS) User Representative and COMSEC Accounting Procedures,
and distributed through the CMCS. AFIND 5 lists the publications distributed through the Electronic
Transaction Systenkt[S). Specialized COMSEC publications include:

2.1.1. Status and Index Publications. These publications list and provide classification, control-
ling authority, special handling, and status information (effective and supersession dates, where
applicable) of COMSEC keying systems and general COM SEC publications. The classified pub-
lications are identified by the short titles "AFKAG 11, AFKAG 12, AFKAG 13, AFKAG 14,
AFKAG 15, and AFKAG 16." HQ ESC/DIW and HQ CPSG are responsible for maintaining and
keeping these classified publications up to date. Unclassified publicationslisted in AFIND 5 con-
tain guidance about specific systems along with current security policy.

2.1.2. Keying Materials. These publications include codes, authentication systems, one-time
pads, and other cryptographic keying materials. There are many types of short titlesin this group
(e.g., AKAA, AKAC, AKAK, USKAK, USKAT, etc.). NSA creates these materials and distrib-
utes them through the CMCS.

2.1.3. USAF Voice Call Sign Publications. These publications include voice call sign lists and
instructions and have the short title "AFKAI." Voice call sign procedures are in AFI 33-217,
Voice Call Sgn Program. HQ CPSG/DIWS produces and distributes these material s through the
CMCS.

2.1.4. Maintenance and Modification Publications. These publications supplement equipment
maintenance instructions or provide directions for modifying equipment. They have the short title
"AFKAM," "AFKAD," or "AFSAM." HQ CPSG/LGLI produces these materials and HQ ESC/
DIWKM distributes them through the CMCS.

2.1.5. Cryptographic Operating Instructions. These publications contain operating instructions
for cryptosystems and have the short title"AFKAO." HQ AFCA/GCI and HQ ESC/DIW produce
these materials and distribute them through the CMCS.

2.1.6. Directories. The COMSEC community publishesvarious directoriesfor informational pur-
poses. HQ CPSG/ZS maintains currency of AFKAG 28 and AFKAG 36.

2.2. Miscellaneous Specialized COMSEC Publications. These publications cover specific subject
areas that are not adaptabl e to other COM SEC publications. NSTISSAM COMSEC/93-1, Nomencla-
ture for Communications Security Material, determines the title and number of these publications.
HQ AFCA develops them and AFDPO/PP distributes them on the ETS. They follow the format pre-
scribed by AFI 33-360V 1.
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2.3. Specialized Security Publications. These publications provide instructions and information.
They include Air Force publications and documents originating from the NSTISSC and other agen-
cies. AFIND 5 indexes the publications and AFDPO/PP distributes them on the ETS.

2.4. COMSEC Engineering Systems Documents (CSESD). CSESDs provide information to aid sys-
tem designers and planners in implementing and integrating COM SEC equipment into communica-
tions and information systems. The AFDPO/PP distributes them through the ETS.

3. Revisionsto Specialized I nformation Assurance Publications. HQ AFCA/GCI issues interim
changes (IC) or emergency message changes (EMC) according to guidance in AFI 33-360V1. HQ
AFCA/GCI integrates message changes into the next revision of the publication. Users must refer to
appropriate indexes to make sure they have the current publications.

4. Ordering Specialized I nformation Assurance Publications. Requisition publications delivered
through the CMCS from the installation COMSEC manager. The Air Force Key Management Branch at
HQ ESC/DIWKM maintains stock of these items. Access publications listed on the ETS on the World
Wide Web at http://afpubs.hg.af.mil. Order AFKAGs through HQ ESC/DIKWM, 230 Hall Boulevard,
Suite 208, San Antonio TX 78243-7056 (see paragraph 1.3.) or HQ CPSG/ZJY, 250 Hall Boulevard,
Suite 123, San Antonio TX 78243-7061 (see paragraph 1.4.).

5. Handling Classified Material . Handle and label all classified documents according to AFPD 31-4,
Information Security, and AFI 31-401, Information Security Program Management.

GARY A. AMBROSE, Brig General, USAF
Director, Communications and Information
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Attachment 1
GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION

References
AFPD 31-4, Information Security
AFI 31-401, Information Security Program Management

AFPD 33-2, Information Protection (NOTE: Title will be changed to “Information Assurancehew
AFPD is revised)

AFI 33-217 Voice Call Sgn Program

AFI 33-360V1,Publications Management Program

AFMAN 37-139,Records Disposition Schedule (will convert to AFMAN 33-322V4)
AFIND 5, Numerical Index of Specialized Information Protection/Assurance Publications

AFKAG-11, (S)Index and Status of KG-84 Operational, On-the-Air Test, and Maintenance Test Keying
Systems (V)

AFKAG-12, (S) Index and Satus of Data Encryption Standard (DES) Systems and Fascinator Land
Mobile Radio (LMR) Systems (U)

AFKAG-13, (C)Index and Satus of COMSEC General, Operating, and Maintenance Manuals (U)
AFKAG-14, (S)Index and Status of COMSEC Operational, Exercise, and Training Material (U)
AFKAG-15, (S)Index and Status of Space Related COMSEC Systems (U)

AFKAG 16, (S)Index and Satus of Operational and Test Data Keys (U)

AFKAG-19, (FOUO)Secure Telephone Unit 111 (STU-111) and Secure Data Network System (SDNS) User
Representative and COMSEC Accounting Procedures

AFKAG-28, (C) COMSEC Account Directory (U)
AFKAG-36, (C)Directory of Holders of Manual Operations Systems (U)
NSTISSAM COMSEC/93-1Nomenclature for Communications Security Material

Abbreviations and Acronyms

AFl— Air Force Instruction

AFDPO—A.Ir Force Departmental Publishing Office

AFIND— Aiir Force Index

AFKAG— Air Force Cryptographic Operational General Publication
AFMA N—A.ir Force Manual

AFPD—A:Ir Force Policy Directive

CMCS—COMSEC Material Control System
COMSEC—Communications Security


http://afpubs.hq.af.mil/pubs/majcom.asp?org=AF
http://afpubs.hq.af.mil/pubs/majcom.asp?org=AF
http://afpubs.hq.af.mil/pubs/majcom.asp?org=AF
http://afpubs.hq.af.mil/pubs/majcom.asp?org=AF
http://afpubs.hq.af.mil/pubs/majcom.asp?org=AF
http://afpubs.hq.af.mil/pubs/majcom.asp?org=AF
http://afpubs.hq.af.mil/pubs/speclist.asp?puborg=AF&series=in

6 AF133-206 1 JUNE 2000

CSESD—COMSEC Engineering Systems Document

DoD—Department of Defense

EMC— Emergency Message Change

ETS—Electronic Transaction System

HQ AFCA— Headquarters Air Force Communications Agency

HQ AFCIC— Headquarters Air Force Communication and Information Center
HQ CPSG—Headquarters Cryptologic Systems Group

HQ ESC—Electronic Systems Center

HQ USAF—Headquarters United States Air Force

IC—Interim Change

NIST—National Institute for Standards and Technology

NSA—National Security Agency

NSTISSC—National Security Telecommunications and Information Systems Security Committee
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